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Abstract
India-US relations have transformed in the last two decades. The defence and strategic
partnership remains the silver-lining in an equation increasingly shaped by the rise and
bellicosity of China. Yet, there is another aspect of this relationship that has been largely
neglected: the need to bridge growing divergences in each countries’ approach to the
digital economy. This paper outlines these divergences and suggests ways forward.
It makes the case that the differences, at the tactical level, requires an investment
at the strategic level to make the best of the future of digital ties. In particular, the
paper lays down the reasoning to invest in what might be called the Next Steps in
Technological Partnerships, just like India and the United States invested in the Next
Steps in Strategic Partnership more than a decade ago. The latter had a telling impact
on the growth of India-US defence ties. There is no reason why the former cannot have
the same effect as far as digital ties are concerned.

T

he relationship between the United States and India has transformed over the last
two decades. The defence relationship grows in breadth and depth every year. Even
the administration of President Donald J. Trump, which paid scant attention to its formal
allies, “acted with uncharacteristic diligence”—as a former Senior Director in the United
States National Security Council argues— “to advance cooperation on a range of security
issues.”1 By the end of the Trump administration, the last foundational defence agreement
was signed between the two countries.2 Yet, as far as trade and commerce is concerned,
the results have been far from fruitful. A narrow trade agreement, negotiated for over two
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years, came to knot. Sharp differences in views over intellectual property rights, market
access—especially in pharmaceuticals and agricultural products, and the digital economy
have led to a breakdown in talks.
How the incoming Biden administration seeks to approach—and perhaps revive—
the trade relationship is yet to be seen. What is clear is that for the Joe Biden Presidency,
securing supply chains and focussing on domestic economic revival will be a priority. An
Executive Order by the U.S. President underlines:
...India is an attractive market
“resilient American supply chains will revitalize and
for American companies from
rebuild domestic manufacturing capacity, maintain
Facebook and Google to
America’s competitive edge in research and
Microsoft and Intel.
development, and create well-paying jobs.”3 The
objective will be to find the right balance between
globalism and domestic economic renewal.4 In short, a more global Biden presidency may
be a lot less forgiving when it comes to trade agreements. Moreover, both the United States
and India will need to bridge the growing divide when it comes to the digital economy.
Currently, data is “not on the formal trade stack” in dialogue between the two countries,
though it is a major area of dispute.5
To be sure, India is an attractive market for American companies from Facebook
and Google to Microsoft and Intel. It is the largest open data market in the world. More
than a billion Indians will have access to a smart phone by 2024. Close to 600 million Indians
already use 4G data. Per capita, more data is consumed in India than anywhere in the world.
This is facilitated by the low data rates available in the country.6 For the development and
future of emerging technologies, such as artificial intelligence and blockchain, India’s data
market is of crucial importance.
American companies invested in India contribute to its economic growth. American
capital and venture capitalists play an important role in providing buoyancy to India’s
much admired start-up economy. The suburbs of Bengaluru, Hyderabad, and the centre
of Gurugram are testament to the connection between Silicon Valley and the frontiers of
India’s tech-economies. This is a partnership that has grown organically over the last two
decades. Its chief facilitators include global citizens, who have spent time and invested in
these dual geographies. Communities of these netizens, across continents, have helped
forge a partnership that has thrived outside of government. Officials at the highest levels
are required to close defence agreements. Tech entrepreneurs—armed with H1B visas
and the drive to succeed—have laid the foundations of the laissez faire digital partnership
between the world’s two largest democracies.
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Yet, this partnership is now in need of a strategy. It requires an official intervention.
The differences over the treatment and access to data are too sharp for netizens. To
truly realise the potential in the U.S.-India relationship, it is crucial to invest in a strategic
dialogue that addresses the growing differences in the digital economy. The aim of this
article is to outline the differences between the two countries. First, on data localisation,
i.e., the practice of limiting data storage to the country. Second, on data access and how
the two countries grant access to data to law enforcement agencies. The article does
not deal with the sharp difference in e-commerce policies, this is well covered in existing
analyses.7 It concludes by providing a brief account of how the Indian government and the
Biden administration could start to think collectively and much more strategically about
the future of their digital relationship.

The Localisation Challenge
“Localisation is going to slow-down the evolution of growth in the Indian economy,”8
is how a senior American diplomat in the Trump administration put it. No doubt, the extent
to which India chooses to localise data will have significant effects on the trade and the
larger bilateral relationship with the United States. Localisation is not new in, and to, India.
All telecom data is localised in India. Financial data is localised, much to the chagrin of
companies like Visa and Mastercard.9
In essence, data localisation is a policy measure that restricts the flow of data across
geographical and jurisdictional boundaries. There are four primary reasons for countries to
restrict the flow of data. First, because of the risk of personal data being misused. Second,
because of the difficulties of accessing personal data, often stored on servers outside of
that country. Third, because the data might be at risk of being under surveillance by
foreign intelligence agencies. Fourth, because of a potential economic loss to the country.
This is how an expert committee in India—under the Chairmanship of Justice Srikrishna—
interpreted the rationale for localising data.10
In India, localisation requirements are embedded in a range of notifications. A draft
Personal Data Protection Bill (PDPB)—a version of which is currently being examined by a
Joint Parliamentary Committee (JPC),11 a Reserve Bank of India notification on ‘Storage and
Payment System Data’,12 the draft National e-Commerce Policy,13 and the Draft E-Pharmacy
Regulations,14 for example, contain some form of localisation requirement.
The most important of these regulations is the draft PDPB. When it becomes a
law, potentially in 2021, it will set-out the architecture of a cross-sectoral requirement for
localisation. Following two rounds of stakeholder consultations, a transformed Personal
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Data Protection Bill, 2019 was tabled in the Lok Sabha in December, 2019.15 This version
of the Bill relaxed the localisation requirement by allowing the transfer of personal data
outside of India’s borders, but it still required the local storage of sensitive personal data,
though transfer for the purpose of processing is allowed with explicit consent and subject
to certain conditions; and critical personal data for which storage and processing must only
be done in India.16 The Bill is being examined by a Joint Parliamentary Committee (JPC).17
There is every likelihood that the Bill, and ultimately the law, will contain certain localisation
requirements.
The United States, on the other hand, only requires critical information for
operational security or defence data to be stored.18 In the 2019 National Trade Estimate,
the Office of the United States Trade Representative cited data flow restrictions as “key
barriers to trade” and noted—“When governments impose unnecessary barriers to crossborder data flows or discriminate against foreign digital services, local firms are often hurt
the most, as they cannot take advantage of cross-border digital services that facilitate
global competitiveness.”19 This divergence in the approach to data regulation has clearly
strained U.S.-India relations. It is for this reason that an investment in a strategic dialogue
on technology is essential.
In the last two years of the Trump administration, both Indian and American
representatives found it impossible to enter into a slim trade agreement. This clarified the
United States’ hard-nosed position on the free flow of data. Reportedly, American officials
even considered caps on H-1B work visas for nations that forced the implementation of
localisation. This was particularly concerning for India, which is estimated to account for
70 percent of the 85000 H-1B work visas granted each year.20 Prior to this, the then United
States Secretary of State Mike Pompeo had stated—“We will also push for free flow of
data across borders, not just to help American companies, but to protect data and secure
consumers’ privacy.” The State Department later clarified that it had no plans to place such
caps on H-1B work visas.21 Yet, that data localisation is a matter of strategic concern for the
United States, is now clear. After all, the business models of most American technology
companies functioning in India are premised on the free flow of data across borders. On
the other hand, what is also clear is that the expected economic gains of localisation have
been overestimated. Further, the popular conceptualisation of data as a natural resource is
inherently misleading.22
To be sure, the disagreements over the localisation of data are not only a bilateral
matter between the United States and India. There is an increasing global effort to consider
international data governance. Here too, the United States and India find each other on
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opposite sides of the debate. In April 2019, Japanese Prime Minister Shinzo Abe outlined
the contours of what came to be known as the ‘Osaka Track’ at the G20 leaders’ summit.23
The Osaka Track set the stage for plurilateral negotiations on digital trade. The aim is to
enable data flows and strike down barriers to those flows. In time, these efforts came to
be enshrined in a charter known as the Data Free Flow with Trust (DFFT). For excellent
reasons, India boycotted the Osaka Track.24 In September 2020, the minister of commerce
and industry—Piyush Goyal—made clear that India was not in a position to sign onto the
DFFT. After all, how could India sign onto an international norm setting agreement, without
first passing the PDPB? Moreover, the minister made clear that ‘equitable access’ to data is
central to India’s concerns.25
Yet, once India does pass the PDPB, and hence will have, through legislation, a policy
in place for the protection and movement of personal data, it will need to carefully consider
how best to deal with data diplomacy with its key strategic and trading partners. Indeed,
it is increasingly clear that the objectives that India seeks to accomplish via localisation,
as outlined above, can in fact be achieved through alternative means without necessarily
localising data.26 Searching for these alternatives becomes all the more important when we
consider the risk of retaliatory action by other nations, as well as the risk of reduced Foreign
Direct Investment due to increased compliance costs and a reduction in ease of doing
business. Additionally, this approach does not consider the potential benefits arising from
the data flows.27 Whatever the Indian government’s final decision will be on localisation,
investing in a strategic dialogue with the United States could be beneficial for both
countries, as they chart the future course of data diplomacy. Further, using this strategic
track to consider the frictions arising out of data access issues will be equally important.

Data Access between India and the US
Between January and June 2020, Google28 and Facebook29 received a total of 46,745
requests from Indian law enforcement authorities asking for access to 84,902 users or
accounts information. The two companies produced data in response to 58% and 50% of
these requests, respectively. In the same period, Twitter’s requests from India increased by
254%, while the number of accounts specified increased by 69%.30 A combination of the
time taken, and low success rates has been the cause of ever-growing frustration for Indian
law enforcement agencies. Indeed, Indian law and enforcement officials from the police to
the National Investigative Agency (NIA) make clear that the difficulties in accessing data
held by foreign companies functioning in India is a major point of friction. Partially, for
these reasons, the Indian government recently announced the ‘Intermediary Guidelines and
Digital Ethics Code’ 2021.31 The new rules have been read by analysts as a way by which the
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government can force technology companies to break encryption with the view to access
data.32 The latest regulations are bound to lead to an even higher degree of conflict between
security agencies in India and technology companies—many of which are American—in the
near future.
These tactical level issues—if one can call them that—have clearly spilled onto the
strategic relationship between the two countries. These are matters of considerable debate
in bilateral meetings between law and enforcement agencies in both countries. It is not for
nothing that the incoming Biden administration in the United States sees technology and
the many debates therein as a critical feature of its approach to world politics. Technology
alliances,33 and AI-led partnerships are going to be of critical concern for this administration.34
Finding a mutual solution to issues around data access should be a step towards building a
strategic technology partnership with the United States.
Currently, Indian data access requests are made through MLATs (mutual
legal assistance treaties) or Letters Rogatory. This system is criticized for being slow,
cumbersome, and lacking sufficient data protection safeguards.35 A 2013 U.S. official report
found that the time from start to finish for the MLAT process is an estimated average of at
least 10 months.36 Law and enforcement agencies in
Finding a mutual solution India are tired of using this mechanism for accessing
to issues around data data. Indeed, some estimates from Indian sources
access should be a step say it can take 40 months on average to access data
towards building a strategic that is held on servers outside of India’s borders.37
technology partnership with The Letters Rogatory process enables a court to issue
the United States. letters of request to a foreign court or authority for the
production of a document.38 It is however important to
note that recipients of Letters Rogatory requests are under no treaty obligation to process
them. This system functions on reciprocity.
This has led to data access issues being one of the driving forces for data localization
in India. This policy measure, however, overlooks the fact that the physical storage of data
in India will not lead to improved data access unless a new policy framework for the same
is created. Rather than focusing on the physical location of the data, it would be in India’s
merit to consider solutions that get to where the data is. Which would be to move the law
to the data and not the data to the law.39
Cross-border data access requests are governed by the laws of two countries.
The country from where the request is made and the country where the entity receiving
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the request is based or where their data is stored. Indian laws on government data access
are criticized for lacking oversight, being overly broad in terms of the scope and powers,
and silent on necessary restrictions and limitations. The exemptions for law enforcement
agencies under the Personal Data Protection Bill, 2019 are also a cause for concern for many
countries.40
The United States’ Stored Communications Act, bars entities within its jurisdiction
from sharing the contents of stored communications, except in accordance with the
provisions of that law.41 Other countries can gain access to this data through a court order
passed in the United States through MLATs or Letters Rogatory. These entities are also
permitted to share non-content related records or other information with foreign agencies
on a voluntary basis.42
In March 2018, the United States enacted the CLOUD (Clarifying Lawful Overseas
Use of Data) Act to facilitate data access. The Act allows the United States to enter into
executive agreements that will improve data access from U.S. based providers by foreign
partners.43 Under the Act, these executive agreements can only be made when: (a) the
U.S. attorney general, in concurrence with the Secretary of State, determines that the
country’s overall legal and procedural framework satisfies certain conditions (protection of
privacy and civil rights, adherence to rule of law and international human rights obligations,
commitment to the global free flow of data, etc.), and (b) certain conditions are met with
regard to the purpose of requests, reasonable justification for the request and judicial
review and oversight. As it stands, India cannot enter into an executive agreement with
the U.S. under the CLOUD Act. Many of India’s laws and practices are incompatible with
conditions provided in the Act. The legal and procedural safeguards under Indian law fall
short of the requirements of the Act.44
India and the U.S. have already made some efforts to reform the MLAT process. The
two countries should pursue further renegotiation and reform to increase the efficiency of
these existing processes. Additionally, India has several routes it could take going forward.
It could come together with other countries to create a new multilateral framework to
regulate trans-border access to personal data. It could reconsider being a party to the
Budapest Convention—a multilateral framework to deal with data access—or signing an
amended executive agreement under the CLOUD Act or prepare its own model agreement
for data access.45 Regardless of what choice it makes, it is necessary to engage with partners
in the United States more actively to find a solution with regards to the access of data.
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Conclusion: The need for strategy
‘We have to push back against the Chinese government’s economic abuses and
coercion,’ argued President Joe Biden at the 2021 Virtual Munich Security Conference. The
aim, he underlined, was that “everyone must play by the same rules.”46 Yet, what these
new rules are, and who will ultimately shape them, remains unclear. Biden’s commitment
to America’s allies and the North Atlantic Treaty Organisation is abundantly clear. As he
highlighted in his Munich speech, “the transatlantic alliance is back.” As far as technology is
concerned, finding common ground between the United States and Europe will prove hard.
European partners are unwilling to cut out Chinese investments in 5G.47 There is a raging
debate between the two continents on privacy standards, including on surveillance, that
have blocked, for now, the free movement of data between the two jurisdictions.48
These are warning signs for New Delhi. If the United States and Europe find it
difficult to bridge differences on the future of technology, it is going to be anything but an
easy task between the U.S. and India. As mentioned above, tactical issues like localisation
and data access have, already, strained the relationship. There is an urgent need to institute
a strategic process by which differences and convergences on technology are given the
same importance as both countries placed on defence ties more than a decade and a half
ago. It is worth recollecting that the Next Steps in Strategic Partnership (NSSP),49 in 2005,
paved the way for the completion of the U.S.-India Nuclear Deal in 2008. It also led to the
marked increase in the defence relationship between the two countries. The ‘foundational
agreements’ discussed in the introduction to this chapter would have been impossible
without the NSSP. In short, strategic thinking drove the defence and geopolitical aspects of
this relationship. It is high time that similar strategic approaches are adopted with regards
to technology.

Recommendations
To start with, the U.S.-India Information and Communication Technology (ICT)
Working Group could be upgraded. It was ‘revived’ in 2015 with little effect.50 Further, a new
strategic track, something along the lines of a Next Steps in Technological Partnerships
(NSTP) ought to be considered and led on each side by a top official—at the level of a
Secretary—from the United States and from India. In fact, much like the 2+2 process, which
includes foreign affairs and defence, the NSTP should provide space for a 3+3 process:
which would include the Secretaries from the Ministry of External Affairs, the Ministry of
Electronics, and Information Technology, and at least one deputy National Security Advisor.
To be sure, data is not just a domestic and economic matter of debate. It is of strategic
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concern. How India—first on its own, and then with the United States—approaches the use
of, and access to, data could set the tone for international negotiations on the same at the
G20, the WTO, and elsewhere.
Lastly, a 3+3 could, and should, consider areas of technological convergences in the
long term. This is not a forum that should be hypnotised by immediacy. There is much to be
discussed and collaborations to be built in the worlds of ETs, from the future of quantum
computing to the Internet of Things. India remains the largest open data market in the
world. Hence, structurally, this is a market that cannot be ignored. However, it is imperative
to fully appreciate that the future of technology lies in collaboration and partnerships. If
India truly wants to shape the technological debates and norms that shape the future of
data diplomacy, it is important to work, first, with those that it has invested so much in. The
United States is such a partner. It has capital whilst India has scale. Both share a similar zeal
for innovation.
What is needed, more immediately, is an equal investment in a strategic approach
to arrest the tactical level frictions arising out of localisation and the issues around the access
to data. The aim should be to capitalise on the endless possibilities in the future of emerging
technologies to solve for some of the most pressing challenges of our times, from shortages
in water to better results in agriculture. For this to happen, the U.S.-India relationship needs
an investment in strategizing the future of technology, which, at present, is absent.
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