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Il ntroducti on

The ability to create and use new technol o
security. Technology and the capacity to cre
power . 5G as the cornerstone of a new digi

competition.

Chilmasuccess i n creati ncgo mgmumb alalty ons mgae trim
Chinese dgsovdkasninteentt o sei ze | eadership in nex
China i st tlhaer gveogtl dmanuf acturer of Internet o
in these |l argely unsecure | oT devices i s cCre
intrusion, <cyber attacks, in dluesatdr iial 5@ nkha od
surprised experts and competitors | eaving ol
behind. US firms and the US government rely
domi nated by China. US and Chinese companie
first mover advantage and benefit from the
technol ogies are expected to create. l oT de:
when aggregated and combined with greater c
available information, these data can reveal
Al armed by the rapid progress of Huawe.i t
campaign both domestically and i nt eGennaetriaotniaol
(5G) wireless networks.- The US Government fe
§ Huawei poses an unacceptable security risk.
§ Justice Department indictments accused the c:
violating US sanctions on | ran.
§ Huawei is beholden to a 2017 | aw requiring
Chimasecurity agencies in carrying out intel!]l

§ Chinese government for years has waged massi
countri es.

§ Huawei may be installing deeply implanted fI
intelligence services vulnerabilities to expl

US Acti on

That su apvedo duct s are cheap and gaining po
administration, as it suggests that the US i
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Trump administration, I n executive order of
mar ket on National Security grounds. Based o
§ Google revé&dkeAdndHwawleil i cense. No smartphone
Huawei wil |l ha®we Pdcacye sSst otrce @Gonadg liee s | ong | i st
§ Huawei smartphonesi nwgitlall | madt wictolme Fpecebook,

I nstagr am.

§ Int el wi || not sel/l |l aptop CPU.

§ Chip designer ARM will not sell smart phone
i n UK.

§ Al | four maj or -UAST &Tet woerrki zedorpri-iseprkd nnhpt Tuse
Huawei equi pment .

The US government did give some respite to

reprieve of 90 days. Google is concerned it
system o®»m Hmamwtphones, which would prompt th
version of the softwamod.i fGeaglveeran gwme sofa Al
susceptible to being hacked. Huawe.i has beer
Huawe.i has applied to trademark its own mobi
Androi d. Chadreqmaeandglt h@S Chi nesé tsodh wagrneantwol

independently of Google's Android for the fi

Effects on US Compani es

Huawei sai 6 Weaeschisngtnonn o put the group on i

American suppliers- Some of the effects are:
§ Out of $70 billon Huawei spent for buying co
firms including Qual comm, Il nt el and Microtecl
§ Twohirds of the 19 commerci al cyber securit)
from US suppliers.

§ Ongquarter of the roughly 200m smart phones i
the US Company Qual comm.

§ The cosnphegvy usage of US cyber security too
and Nessus, reflects American dominance i n t|
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Probl ems of Huawe.

Though Huawei has anticipated and made a s
clearly It S i n serious troubl e. Huawe.i F
shi pments in the second half of 2019 by abc
esti mat e. It mi ght |l ose $30 billion over th
overseas cell phone sales wildl drop by 40 %.

Huaweivul nerabilities to a sudden | oss of a
cyber secuconguamnadr semintel drbaptdepschepwef
Qual comm provides the Chinese company 1its
phones, Broadcom is a key supplier of switch
net working while ARM provides the processo
i mpl ement ed, t e ob® @@ erommecnotul d have -a de
conductor industry in the short term.

Strengths of Huawei

However Huawei i's a big player in telecom.
Huawei i s:
§ World | eader in telecom network equipment.

§ One of top smart phone manufacturer along wil

§ Among the top ten most valwuable technical <co
and Google. Raked $ 105 billion in 2018 al ont
§ Popular in Europe, Asia Pacific, South Asia

§ Cheaper bB0as algaasntst20ts competitors.

§ A huge player in infrastructure space, buil c
another Chinese company), mob& | eeaeét wgr By $ ne
integrator in telecom.

§ Obtained 46 commerci al 5G contracts from 30

§ Shi pped more than one | akh 5G stations gl obal
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Huawei has become the world’s leading telecoms manufacturer

Global market share of mobile network infrastructure (%)
Ericsson
30
All others
Nokia

Huawei

ZTE
Samsung -—/

2010 2011 2012 2013 2014 2015 2016 2017 2018

Source: IHS Markit

Action by China

ChimaMi ni stry of I ndustry and | T granted c
rolling 5G services. Noki a, Ericsson, Qual c
wel comed foreign and domestic companies to p

Huawei has sued the Trump administration o\
favour . The Chinese Government says it expe
rules and observe the | aws of the countries

foreign networks for commercial fhdec&nmiages st
products and would never help China spy on
Sspying. They know it would be a coiiTphemrat eh as
been no evidence, at | east publicl g, of sign
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Security Concerns of 560G

The fifth generation (5G) of mobile techno
i mprove bandwidth over existing fourth gene

military and commerci al applications. 5G tec
autonomous devi ces, -ckruicvhi nags vsemhairctl ehso mepsr,e cs es
industrial machinery, and advanced robotics
vul nerable |1 oT devices. Hackers have compr on
of Service (DDOS) attacks in 2016. I n addit
devices coul d be stol en by mal i ci ous actor
connectivity of |l oT devices create numerous
state actors can exploit to hold critical i
types of risks wild.@ grow as |1 oT devices bec
within existing physical structures. The si z
and using | oT devices wil/l i ntensi fy with t
hardware from supporting US net wanrkhgenwo alt d o
net works secure. The software and applicatio
North Korea have successfully infiltrated

har dwar e.

US government |l acks essenti al tools to <co
Feder al procurement | aws and regulations ar e
The current standafd%Gendeatl opedabynetrhsehi B
international organi sation comprised of telq
precision. The Authentication and Key Agr ec
net wor ks, has vulnerabilities t hat all ow
communi cations. Such vulnerabilities coul d &
infrastructures in the US The US admini-str a:

setting.

Mi |l itary I mplications

5G technologies have potenti al military ap
contr ol (Cc2), intelligence, subwhi thamwoae!l dn
benefi't from i mproved data rates and | ower
demand h-wgHdt tbsantdto process, exploit and di s
number -epabatskasors. 5G technologies coul d
to actionable intelligence dat a, in turn i my
communications | ike 5G could potentially r ec
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i mproving communications and situational a w:
used to network platforms/vehicles enabl i ncg
swar mi ng.

Whil e each of these applications could incr
dat a security, particularly passing sensit
requirements over commercial systems.

| nds aDi | e mma

Rol ling out of 5G has become a strategic
someti mes obscene pressure from USA. China
inductiom® 56 hetdwark infrastructure. The <cu
| n&i aeconomy i s expected to be $1 trillion
August 560 h&as some very serious nat $toemeal i nsge
Commi ttee on making in India 5G Ready does
intelligedcélhd smmunbiattyance musdi Yeus eitdn fomd5s

Pressure from USA

USA has made its position very clear on 5G.
@@ither withUSBSB8 o088 @Ehshang I ndia hard on 5
considerable soft power are on overdrive. I

hedgi ng. I ndia has to take si de. &GButt rtadiesgtyh «
on strategic autonomy, relations with USA a
|l ndia has to consider alll the relevant aspe
easy.

Il ndia seems to be succumbing to US pressu

Communi cati ons Compatibility and Security ¢/
Memor andum of Agr eement (LEMOA) and consid
Cooperation Agreements for GeoksPprtdadl |witteh

Counterimgy AMdwearicari es Through Sanctions Act
Sword. As peachéi OSKE£ommaca spans from the \
Ocean to the West Coast of the United States

|l ndi an Ocean, stretching from -Bawaitthi c AfrTlte
|l ndi an Ocean, i ncluding the Persiawe@Gubh, o
| néi a-Raoi fic but it déeenmneopgt ifeemtafr et hen 4 dma
Navy to take active part in South China Sea

| ndi a nterest lies in WesRe @ifon’tEddR)sisa tamae ¢

9
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drastic reduction of H1B visa to India if w
are not good adfwsetrrtaitseegnietn ta uftoorn olmmyd.i a

Even if its security concerns against Chin

countries. Post Snowdetnh*alteaks there is no do

§ National Security Advisor (NSA) of USA monit

§ NSA's program of PRI SM directly access the
Facebook, Mi crosoft and Apple, among others.

§ British spy agency, the Government Communi c a
optic cables all|l over the world to intercept

§ NSA spied on at | east 122 world | eader s, i nc
Brazil's President Dil ma Roussef, Mexi co' s f
Foreign Ministry as well as | eaders at the 2

8§ NSA used XKeyscore to search "nearly everyth
data it intercepts across the worl d.

8§ The NSA used a series of techniques and tric
technol ogi es.

§ "Tail ored Access Operations"” ( TAO) , an el i
worl dwi de, infects them with mal ware and do
tactics fail

§ NSA <coul d infiltrate l i nks connecting Yahoo
compani es' backs.

§ NSA intercepted 200 million text messages e
cald®ed@®NSAecan easily crack cell phone encryp
easily decode and access the content of intei

10
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TOP SECRET//SI//ORC( NOFORN ’;\:” Hotmail (JOU

le” <)oo paltalk™ Yol
CIVI ” facebook YAHOO! 8, ~ 1l :P

AOL & mail &

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

* E-mail
* Microsoft (Hotmail, etc.) D e OICe
« Google * Videos
* Yahoo! ool
Stored data

» Facebook VolP
* PalTalk File transfers
* YouTube Video Conferencing
« Skype « Notifications of target activity — logins, etc.
« AOL * Online Social Networking details
« Apple + Special Requests

Complete list and details on PRISM web page:

Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN
TOP SECRET/SI/ORCON/NOFQRN :\; Hotmail' C()'\nglc Ry talk™ Yl

Gl S  YAHOO!

asrsuney Dates When PRISM Collection
Began For Each Provider

AOL &> mail &

Faceb

Google 6'3°k0
1/14/09

9

PRISM Program Cost: ~
$20M per year

Yahoo
Microsoft\_ 3/ 12/08
9/11/07

| | | l | |
2007 2008 2009 2010 2011 2012 2013
TOP SECRET//SI/ORCON/NOFORN

(Il mage Source : https:

11
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| f the Chinese Government has control ove
hesitation, citing national security 1issues,
what needs to be done against China. Surely
interests of US I T companies. Way back in 2
t hat Chinese | T companies pose a national |
intell ectual property &Sodepomentsalontiyesowo

administration has taken some strong sagtmiean :
i n Auguisftor®ddd& government agememues chhtomnpr e
or services produced @TEpCovpdaat bon Had wsi

bl acklisting five Chinesecompagamingatwiotnhs minl
applications, citing national security as |
access to critical US technology. The Comme

the national securitythedUrfiotfeed gt gtods .c'y i nt

Surprisingly, there is no US major telecor
There are now @&nNagkifa,urErsiucpspslone,r sHuawei |, an
Huawe.i makes the full &r atnegceh noofl ogou ii ppmegnoto.d , H
and they are becoming globally dominant. Th
0 Nortel amnmbuttubenh are out of the business.
the technologies they make, do not of fer tt
routers) needed for the telecom backbone. Wh
Under intense US pressure to force I ndia t
participate in 5G trials to be conducted sh
any competition, the two Nordic companéges N
5G requirements. Prices will skyrocket. Wil
Huawe.i I n I ndi a

Huawei entered India around 20 years ago ¢
invest 1 n the country. I n I ndi a, it sells p
retail consumer s and telecom equi pméntfiarmnd
research and devel opment centre outside Ch
Currently, the second | argest smartphone pl ¢
ahead. Huawei expects I ndia to emerge as sec
also |l ooking at the I ndian smart phone mar k:
and has a great potenti al to grow.

Huawe.i i's keen to expand investments in 1In

woul d support I ndian telecom operators alre

12
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burdens. I ndia offers Huawei a mar ket seconc
futareWimhawei has urged, "The I ndian Governn
i ndependent view to protect i ts own net wor
mechani sms and policies. 't i s important to
famased approach, Il ntroducing checks and bal

banning out of fear".

Stance Taken by Ot her Countries

Under US pressure Australia and Japan have
are |ikely to follow suit. Russi a, Tur key
countries in Europe are still to make a deci

United Kingdom

I n view of security concerns expressed by
Huawe.i had set up a Cyber Securiiary iErvdhd partd

security iteemgtiired vyl alb its own <cost. Huawe.i

Western governments and | aw maker®d ®€heaettirid
espionage agency GCHQ had set up d secuwiipmer
for spyware, with the entire cost to be born
chaired by Mrs May, concluded t hét 5Hu anvweetiwoao
but the move was subject to a final deci si on

UK Government has signaled théilrarwiilnlgi nHuna
components fr dmobweei chnebhaprkesnsi der sensit
routers and switches that handle massive vol
t heedidgwhi ch comprises what they say are th
signals to the core from phones and other de
wi || become ubiquitous and carry more compu
boxes and affixed to street popeasdyndorbrue d tdii
manner o fd sdneavritcpehsone s, hi ghway traffic sen:
di stinction between the core and edge has er
entire system.

Europe
European states |i ke France and Ger many ha
telecom operators, arguing that the risk ca

and technol ogical solutions. Their approach

13
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considerations, such as switching costs, the
for strategic autonomy. The Huawei i ssue ha
rivals such as Eri@égsskon camsdnNhlkisa.al $wadlign r
net works globally. There wil/l be increasing
initiative on parseaiurhi ttyh eEvHau auvaetii oQy bCeernt r e .
woul d want to make unless forced, but it 1is

Deutsche Telekom came out with a paper <cau

and banning Huawei equi pment from the 5G ne
ability of a European company to roll out 5
alternatives? How should it be done? I s it

private partnership?

| ndsi aOpti ons

The size of the I ndian market is cruci al

strategic objectives. The higher the stakes
|l everage for I ndia. Control over such inves"
achieve political and strategic objectives.
framing rules attracting foreign investment

telecom sector.

Il ndia has not been very good in | everaging
demanded the codes before giving permission
did not ask for anything. It i s only after |
us. In 200@29nh tkeeéeSobmtgi ant Bhar at Sanchar |
strong opposition from the Intelligence Bur
contract for telecom equipment to Chinese c
given was that Southern India does not shar

China and Bangladesh as they hawena@etbwomKkedn
this |l ogic is weak.

Most od teldé@aom sector players including th
using Huawei equi pment for more than a deca
get favourable financi al | oans from Chinese
narrative used to be given was: we are sig
preventing Chinese companies would invite V
changed. I n fact, It i s &t hAep pJeSIAl awfhel cBho dhygarsa bm

December 11 this year when 0t womefexperegmbatr
have enough members to conduct appeals and w

14
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l ndi an Government has made I1ts position d
introduction of Chinese | T co@p abnaiceksb olnie k en e
infrastructur e. I n the absence of any such
| ni aBSNL and private telecom networks, 6and
net works. While nothing has changed as far &
pressure puts I ndian government Il n poor (.
requirements from foreign veandiompgortl nbiFlilnaft
equi pment was $21.85 billion. Espionage a
Surveillance and espionage by outside agenci
matter of who is trusted more: the US or Chi

| neCha na relationship is riddled with deep

Chi na. The | and boundary dispute between th
Chinese ambassador to India c¢claimed that al
China has constructed road in Demchok and Do
Chinese cawppcand dandtdruction activity, not
(LAC) but also in sensitive regions such as
standofModand nXfior mal summit at Wuhan. China
effecti wselgngaChement i n Pakistan &i ai EPEGar ¢
| ndi aconcerns regarding the violationsodeeps
military ties with Pakistan along with the

terrorists arestestembinoes. of Chi na

Huawe.i is different from other vendors | i ke
must be viewed from the prism of the broade
al so disruptions of systems during a bilate
al |, i n HWsuidG@imgt wanrdk ai nfrastructure has to
assessment, given téalkamnhotumsiles doifn ritheed ida tl att @ r &
playing field for al | possi ble equi pment %
competition wild!@ Il ncrease the quality and r e
should be no outright ban on Chinese vendors
antdi ght!l y'°"egwéiat add ot her Chinese vendors

equi pment for or participating in building
Participation by Chinese vemidtoircsals hoaid tdo rbe a
consumer mar ket s, fuel I& ngcadarhemi aco nmiercttd rvli &n
economy, given the affordability and compet.i
|l né&i &G network infrastructure must not be

in to one vendor has significant economi c, S

15
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work with a mix of veirfdaoirl® rsaadfoensg a wcit &s aarfd.

varying degrees of sophistication to increa
standards for dif freateindn ali ngdec uorfi tnye t weorriktsi c a
gener al connectivity. They do not al |l have
Sshould have the ability to function indepen

cooperating with countries having advanced t
5G technology. NEC of Japan has already set

Unfortunately I ndia does not have its own
the garb of WTO India failed to back i s owr
| argest domestic telecom equipment firms.

technol ogy. Digital I ndia and Make in I ndia
equi pment capability.

Spectrum Management

The Government has officially pushed the
frequencies which are already being used gl c
GHz range, these are yet to be auctioned ir
governments there wild|l be intense pressure t
the use-mafgneltect rspectrum in the recent Bal a
for use of weapons, communicati ons, radar s,
since t-magreétice ropectrum i s not in use in pe

purposes and would be handed over during op
that the spectrum is never used during peace
spectrum for oper dtaik@emallc apwer pdses must be

Concl usi on

Kiron Skinner, Director of Policy Planning
the annual Future Security Forum, a foreign
the New America think tank in | ast week of
admini stration's outtelrono kt horne atth'e pureisgue e'dl dny:
with a really different <civilization." She ¢
Soviet Union "was a fight withitm Lhensdesbafl
asa fight with a really different civilizat
ha&n had that before. The first time that
Caucaskamner was a professor of i nternation
University in Pittsburgh, Pennsyl vani a, bef
heavywei ghts IsavjeobheltdheSkoinninyerf oreign policy

16
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government , Il ncluding Paul Nitze, Ri chard He
comment decdarmketh | ightly.

Data iIs the key, new currency, and the US
Chigma i nfll uteennt oatliiiM&® d e si 2 0QHIONAI ati ves seek t
ri se of integrated digital t e @&h neod mmgomya ntdo a
valaudeded manufacturing and services and tran
China is fast catching up, though there 1is
USA the only superpower wil/| not | i ke a com

possi bl e meas@reschonohaby Ehogress.

I ndia has to be very careful . Unfortunat el
5G and Huawei i's not a technical i Sssue, it
| néGi abackbone networ k. I 't s né&t war ke de qfuad rpane: |
net wor ks. But by &basremriurg tHu aweiic elrmdi aar e not
at what the other countries specially the E
foll owarmdaweciht pol i cy and should not commi t

pressur e.
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